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1. DOWNLOADING THE APP

What you will need:
- Your smartphone/tablet

For Android users, the app can be found on Google Play Store
as "UNJSPF Digital Certificate of Entitlement”; foriOS (iPhone

or iPad) the app can be found on Apple App Store as "UNJSPF
Digital CE".
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Google Play App Store

< unjspf Q ¢
1. Open the Google Play Store W  UNJSPF Digital Certif.
or App Store and search for j@% UNICC
the app (please see above
for the specific name). If you 100+ | 2
type UNJSPF, the app will Pownloads Frenvene ©
show up. & e @

2. Click on "Install™. It might
take a few minutes before
installation is complete.




3. Done! You are ready to use the app and start the enrolment
process.
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2. ENROLMENT PROCESS

What you will need:

- Your smartphone/tablet

- A government-issued |ID

- Your UNJSPF Unique Identification Number (UID)*

1. Open the UNJSPF Digital Certificate of Entitlement App
that you downloaded from your App Store (iOS) or Google Play
Store (Android).
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Digital Certificate of Entitlement
(DCE)

2. Insert the Invitation Code if you have it. In

case you don't have an Invitation Code, please Vitation Cotle
request it by clicking on “here" at the bottom  msomeimeusecade s necced
of the screen.

nsert Code

Redeem

Already enrolled on DCE?
Please log in.

*Please send an email to requestUIDonly@unjspf.org in case you don't know your UID
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(¢ Request Invitation Code

)

Invitation code
request

3. If you need to request an Invitation Code, ey
please fill the form with your email, UNJSPF
Unique Identification Number (UID) and

Email

date of birth. Please keep in mind that the S
email you will provide will be used for future
communications related to the Digital

Certificate of Entitlement.

4. You will receive shortly after an Invitation Code in the email
you have provided. Once you receive the Code, open the app
again and insert the Invitation Code. You will be taken to a
screen with your name. Click on "Get Started”.
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UNJSPE

United Nations Joint
Staff Pension Fund

Digital Certificate of Entitlement
(DCE)
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An invitation code
was sent to:

oumaru@example.org Martina Oumaru

Continue

Welcome to the UNJSPF Digital
Certificate of Entitlement enrolment
process.

Get Started
- 5
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Step 1
|_NONOX®)

Security Code

Please choose a 6 digit Security
Code.

5. Create a 6-digit Security Code. You will Please keep the security code safe.
. . . It will be required to use this app.

need this code in the future to log in the

app, so keep it safe and make sure you

remember it.
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Step 2
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Beneficiary
information

Please complete or verify the
following information:

6. Confirm your UNJSPF Unique O
Identification Number (UID) and date of 093456780

birth. Enter your phone number. Please Dote o it
make sure to insert the international code
to your phone number. Phone number (required)

[ +34622001001 }




/. Have an ID document with a clear picture
of your face and full name at hand. It must
be a valid, government-issued picture ID
documentthatincludesyourfullname, date
of birth, issuance and expiry dates, issuing
authority, and your scripted signature.
Standard acceptable ID documents are
national passport, national ID card,
national driver's license.

Once you have read the instructions, click
on "Confirm".

8. The app will now take a photo of your ID
document. Click on "Open camera” to take
the photo.

Scan valid government ID
Step 4
(ONONON )
Scan valid
government ID
1. Please scan your valid
government issued ID document
(e.g. passport, driver’s license, etc.)
which must contain a clear picture of

your face, your full name, date of
birth and your signature.

2. In the next screen, press "Open
camera” when you are ready to take
the picture of your chosen ID
document.

3. By hitting “Confirm"” below, you
confirm that you have read the
above instructions and wish to

proceed to the next screen.

| have read the instructions
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Scan government ID
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Step 4

(OXONOX NO)

Scan government ID

Please scan an ID document.
Press next once that has been
done.

Open camera



9. Please make sure the small circles are on
the corners of your ID document. Once it is

the case, click on "Next".
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< Back Edit Scan

Please align the border
of the document

10. Rotate the photo if needed and click on "Next". Check if
the ID document is captured correctly and click on "Submit”.
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< Edit Scan Review

Please rotate if needed
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If the picture is as per the
specifications, please press the
Send button to proceed.
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Please confirm/check the following
about the ID picture taken:

a) The government issued ID document is
well captured in the picture

b) Your full name is clearly visible

c) The picture of your face in the document
is properly captured



11. You will now take a picture of your face to create your
biometric ID. Please read carefully the instructions to make

sure the image is acceptable.

1

Step 5
©0.0©

Face Biometric-ID

1. The app will create a biometric id
of your face in about 1 minute, which
will be kept securely in you phone.

2. The app needs to take a clear
picture of your face, so please do
not move the phone and ensure that
the picture is not blurred or out of
focus

3. Please do not cover your face.
Optionally, consider removing your
glasses during the face recording for
better performance

4. Ensure that your face is clearly lit
and the source of light does not cast
shadows on your face

5. During the process, the app will

issue you an instruction to 'smile’.

Please follow this instruction as it
appears on your screen.

2. The app needs to take a clear =
picture of your face, so please do
not move the phone and ensure that
the picture is not blurred or out of
focus

3. Please do not cover your face.
Optionally, consider removing your
glasses during the face recording for
better performance

4. Ensure that your face is clearly it
and the source of light does not cast
shadows on your face
5. During the process, the app will
issue you an instruction to 'smile’.

Please follow this instruction as it
appears on your screen.

| have read the instructions

Get assistance

Confirm

12. The app will automatically take pictures of your face. Make
sure you keep your eyes within the blue area and follow the
instructions given to you by the app. It will ask you to smile or
to make different facial expressions.

Please ensure that your face is centered
on the screen, and keep your eyes
within the area of the grey/blue bar.

€

Please ensure that your face is centered
on the screen, and keep your eyes
within the area of the grey/blue bar.

» o) Please keep aneutral
face

~a) Please smile at the 2
camera




If the picture is as per the
specifications, please press the
Send button to proceed.

13. Check the picture to make sure it is as
per the specifications and click on "Send" if
you are satisfied. If the image is blurry,your . .
faceis covered, oryou are not satisfied, click i

a. The picture is not blurred or out-

of-focus

7] "
on Retq ke . b. Your face is not covered

c. The picture is not dark and your
face is clearly visible

Thank you!
This first step of your DCE
enrolment has been

successful and submitted to
the UNJSPF for verification.

14. The next screen should tell you that

As a next step, you must

your enrolment has been submitted and is schedule an online
o o o o o . appointment with the

pending verification. Click on “Continue” to UNJSPF to complete your
enrolment process

schedule a video call to verify your account.

Continue
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15. Your profile will have to be validated by the UNJSPF. Please
click on "Schedule Online Appointment” to schedule a video call
with one of the UNJSPF representatives.

[ 4 [ 4 [ 4
< HomeScreen < HomeScreen
? (B processes in the Fund. This verification is done
Please schedule an online video online via a video call between the DCE app
call appointment with the RS eUNISEE
UNJSPF to complete your DCE How do I schedule the video call
enrolment process. with the Fund?
. Why do | need to this? Step-1
Martlna oumaru The UNJSPF must verify and confirm the Click on Book Online Appointment
testuser46@example.org identity of each user of the DCE app to ensure
the security and safety of all related data and Step-2
Unique ID: 093456789 processes in the Fund. This verification is done Choose a date, your preferred period of the
) T online via a video call between the DCE app day and a time slot, as per your convenience.
Status: Pending verification user and the UNJSPF. The slots offered are based on your time zone
irthe 19~ . and UNJSPF operating hours.
Date'of birth: 1960-12-21 How do I schedule the video call
Enrolment submitted. with the Fund? Step-3
Pending verification Confirm the selected data and if ok, press
Step-1 “Confirm your video appointment”. You will see
Click on Book Online Appointment an appointment confirmation message appear
and an option to set yourself a reminder for this
Swipe down to update Step-2 video call with the Fund
Choose a date, your preferred period of the
day and a time slot, as per your convenience. Step-4
Please press the button below to The slots offered are based on your time zone On the qay of your video call app0|ntmen(, you
Hedtile:anonline spbointrent withithe and UNJSPF operating hours. will receive a reminder from the Fund to join
sche pp the call and complete your DCE app enrolment
UNJSPF and complete your enrolment Step-3 process.
process. Know more Confirm the selected data and if ok, press
“Confirm your video appointment”. You will see
_ _ an appointment confirmation message appear _ _
Schedule Online Appointment and an option to set yourself a reminder for this Schedule Online Appointment
video call with the Fund.

16. Choosethebest date andtime foryou and click on “Confirm
your appointment”. See next step for details on setting a
reminder. ‘ :

< HomeScreen < Back

Please choose the date and time
for your video call appointment

Choose the date: @

27 Dec 2020
Your video appointment

Please choose your preferred time of is confirmed
the day:
- - Your appointment has been

scheduled for 14th November
2020 at10:00 AM

On this date, 5 are available. Please

choose your preferred time slot: You will receive a confirmation and
details at the email you provide

(12:00 - 12:15) [09:20 - 10:35) during your enrolment, i.e.:

example_email@example.org.
o0 e Please check your email (including
07 JW 05:20 - 11:35
- the spam/junk mail folder, if
needed) for this notification from
the UNJSPF.

Selected date/time: [ Set Reminder }

27 December, 2020 05:20 - 11:35 PM

S . appomtment

i




17. The app will offer to set a reminder
onyour phone for your appointment. Click
on "Yes" if you want to set a reminder and
“No" if you don't want it.

18. You can reschedule your appointment
anytime by logging in the app and clicking
on "Reschedule”. You will be taken to the
screens on step 16. Upon reschedule, the
old appointment is deleted and the new
one is created.

12

< Back

The UNJSPF will send you a
reminder notification on the day of
the appointment, 10 minutes

A before the commencement of your
video call appointment. This
notification will appear here on

your phone.
Still you want to set reminder on
your phone?
Yes

Martina Oumaru
testuser4d6@example.org

Unique ID: 093456789
Status: Pending verification
Date of birth: 1960-12-21

Enrolment submitted.
Pending verification

Swipe down to update

Your video call appointment is
scheduled on 4 December 12.00 am.
Please join us then or reschedule if you

are no longer available.

Reschedule




19. The app will send you a notification 10 minutes before your
appointment. Please make sure you are logged in into the App,
and then click on “Join" once it's time for your call.

[4 [4 10:22 7 wll T @

2 3 ? b
O,
Martina Oumaru Martina Oumaru Verification video call
testusera6@example.org testuser46@example.org
Unique ID: 093456789 Unique ID: 093456789
Status: Pending verification Status: Pending verification
Date of birth: 1960-12-21 Date of birth: 1960-12-21

Enrolment submitted.
Pending verification

Enrolment submitted.
Pending verification

You are about to join the video call.
Please press Join now when you are
ready.

i to updat
Swipe down to update Swipe down to update

Your video call appointment is

Your video call appointment is scheduled in 8 minutes

scheduled in8 minutes at 12.00 pm

' in Vi Join now
Join Video Call sl -

20. During the call, the UNJSPF representative will confirm
your identity and will ask for the ID document you provided on
step 8, so make sure you have it at hand.

21. Once your profile has been validated, your enrolment
process will be complete and you will be able to issue your
Digital Certificate of Entitlement. You will also receive a
confirmation email at the email provided by you during
enrolment.
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3. ISSUING THE DIGITAL CERTIFICATE
OF ENTITLEMENT

Every year, the app will notify you of when it is time to issue
your Digital CE. You will be able to see the CE timeline (first
and last day you are able to issue your Digital CE) when you
open the app.

What you will need:
- Your smartphone/tablet

1. Once your enrolment process is complete, you will be able
to issue your Digital Certificate of Entitlement (CE). To issue
your Digital CE, open the app and click on “Issue Digital CE".
You might need to log in the app first, so enter your email and
Security Code you created during enrolment and click on “Sign
in”. Once you are logged in, click on “Issue Digital CE".

17:037 wll T @3 [ 4

L 4 Login @

UNJSPF Martina Oumaru

Staff Pension Fund testuser46@example.org

Digital Certificate of
Entitlement Unique ID: 093456789

Date of birth: 1960-12-21

Login

Swipe down to update

The Digital CE can be issued on 2021
Signin from 1 January 2021 until 31 May
2021

Do not remember your security
code? Issue Digital CE
Please reset it here.

14



2. The app will automatically take photos of your face. Please
keep your eyes within the blue area and follow the instructions
of the app. It will ask you to make different facial expressions.

Please follow the
instructions

1. Keep your face in the center of
the screen during the validation
process.

2. Please do not cover your face.
Optionally, consider removing
your glasses during the face
recording for better performance
3. Look at the camera if possible.

4. Wait for the validation to finish.

Issue Digital CE

3. Once the app is done
taking the photos, your
Digital CE will have been
successfully issued. You wiill
see a confirmation message
and you will also receive a
confirmation email.

« Please ensure that your face is centered
on the screen, and keep your eyes
within the area of the grey/blue bar.

@ Please keep a neutral

face

Thank you!

Your Digital CE has been issued
successfully.

You have, thus, successfully
completed the Digital CE Exercise
for this year and no further action

is required by you.

Continue

| 4

Please ensure that your face is centered
on the screen, and keep your eyes
within the area of the grey/blue bar.

Please smile at the
camera

15:24 4 i -

(3

Martina Oumaru
000000001

Unique ID: 000000001
Date of birth: 1960-12-12

Digital CE
Expiration: Sat Jan 01 2022

©

Swipe down to update

15



4. RESETTING YOUR SECURITY CODE

You will need the Security Code you created to log in the
app. In case you forget it, you can reset it. Please follow the
instructions below.

nnnnnnnnnnnnnnnnnn
HHHHHHHHHHHHHHHH

Digital Certificate of
Entitlement

Login

1. Open the app. Click on “Reset it here."

Signin

Do not remember your security
code?
Please reset it here.

2. Enter your UNJSPF Unique ID and the email you used to
register on the app. Click on “Submit”. You will then receive an
email allowing you to reset your Security Code.

Security Code o

Recovery
Thank you!
To create a new Security Code for
DCE app access, please provide
your UNJSPF UID and your email
address below. ;
Please check your email
for a communication from

UNJSPF Unique ID the UNJSPF with
instructions to reset your

Security Code.

Continue

16
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5. ASSISTANCE

You can visit the FAQ and contact support by clicking on the
2" on the top left corner of the app.

>

Martina Oumaru

testuser46@example.org

Unique ID: 245879922

Digital CE
Expiration: Wed Dec 15 2021

&

Swipe down to update

The Digital CE can be issued on 2021
from 1 January 2021 until 31 May
2021

17:05+ ull ¥ @

£ Additional info
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UNJISPE

United Nations Joint
Staff Pension Fund

Digital Certificate of Entitlement

App information
Version: 2.0.1
Build number:

22,

Support

B Frequently Asked Questions

@ Privacy policy
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