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1. DOWNLOADING THE APP

What you will need:
- Your smartphone/tablet

For Android users, the app can be found on Google Play Store as “UN-
JSPF Digital Certificate of Entitlement”; for iOS (iPhone or iPad) the
app can be found on Apple App Store as “UNJSPF Digital CE".

Google Play

1. Open the Google Play Store or App Store and search for the app
(please see above for the specific name). If you type UNJSPF, the app
will show up.
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2. Click on “Install”. It might take a few minutes before installation is
complete.




3. Done! You are ready to use the app and start the enrolment process.
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2. ENROLMENT PROCESS

What you will need:

- Your smartphone/tablet

- A government-issued ID

- Your UNJSPF Unique Identification Number (UID)*

1. Open the UNJSPF Digital Certificate of Entitlement App that you
downloaded from your App Store (i0S) or Google Play Store (Android).
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2. Insert the Invitation Code if you have it. In case ~ 'nvitation Code
you don't have an Invitation Code, please request v oneimeusecoce

. . . " " v Mandatory for enrolment to DCE
it by clicking on “Request Code”.

Already enrolled on DCE? Log in here

ENTER

*Please send an email to requestUIDonly@unjspf.org in case you don't know your UID
4



3. If you need to request an Invitation Code, please fill the form with
your email, UNJSPF Unique Identification Number (UID) and date of
birth. Please keep in mind that the email you provide will be used for
future communications related to the Digital Certificate of Entitlement
and to log in.
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Request invitation code

Please fill in the form below to receive a
one-time use Invitation Code to your
email.

Al fields are mandatory.

Email @

l Invitation Code

UNJSPF Unique ID (UID) An invitation code was sent
r — ‘ Tos g ereeiesy @gmail.com
) CONTINUE
Date of birth
REQUEST
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Invitation Code

4. You will receive shortly after an Invitation Code ~ »™™=**
in the email you have provided. Once you receive

the Code, open the app again, insert the Invitation
Code and click on “Enter”. P——
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Already enrolled on DCE? Log in here

ENTER




5. Create a 6-digit PIN Code. You will need this
code inthe futureto login the app, so keep it safe
and make sure you remember it. Only numbers
are accepted and common combinations aren’t
allowed (ex: 123456).
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Hello, Alexander
Johnson

Welcome to the UNJSPF Digital
Certificate of Entitlement enrolment
process.

PIN Code
Set a PIN Code to login into your
account.

Enter PIN

HN NN

Repeat PIN

HiN NN

° Enable biometric authentication

SAVE
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Hello, Alexander Johnson

Welcome to the UNJSPF Digital Certificate
of Entitlement enrolment process.

6. You will now start your enrolment. Click on
‘Get Started”.

.

Start enrolment

In order to be enroled correctly, you'll have
to follow this process:

- Enter your phone number

- Scan your government-issued ID

- Create your Biometric ID

GET STARTED

v




/. Enter your phone number. Please make sure
to insert the international code to your phone
number. Click on “Next".

8. Have an ID document with a clear picture of
your face and full name at hand. It must be a
valid, government-issued picture ID document
that includes your full name, date of birth,
issuance and expiry dates, issuing authority, and
your scripted signature. Standard acceptable ID
documents are national passport, national 1D
card, national driver’s license.

Once you have read the instructions, click on
‘Open Camera’ to take the photo.

-
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Phone number

Enter your phone number after your
country code.

Telephone number
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Government-issued ID

Click on "Open camera” and scan a valid
government-issued |D Document:
Passport, drivers license, etc.

It must contain:
= A clear picture of your face
- Your full name

= Your date of birth

=2 Your signature

OPEN CAMERA

/




9. The app will now take a photo of your ID document. Please make
sure the small circles are on the corners of your ID document. Once
it is the case, click on “Next”. Rotate the photo if needed and click on

‘Next". Check if the ID document is captured correctly and click on
“Next”.
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Scan ID < Digital CE

Government-issued ID

Flease confirm the fallowing from your 10's
piclure belore pressing next.

<+ The dncument is well captured

=+ Your full name is visiblo

<+ The pizture is properly capturcd

t' ROTATE
NEXT
NEXT
RE-SCAN DOCUMENT
i/ ~ o/ /
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Biometric Face ID

We will create a biometric ID of your face
that will be kept securely in your phone. It
will take about 1 minute.

10. You will now take a picture of your face to

-» Do not cover your face

create your biometric ID. Please read carefully the

-» Ensure your face is lit without shadows

instructions to make sure the image is acceptable.

OPEN CAMERA

GET ASSISTANCE




Ready to start

11. The app will automatically take pictures of your
face. Make sure you keep your face in the rectangle
and follow the instructions given to you by the app.
It will ask you to smile or to make different facial
expressions.

12. Check the picture to make sure it is as per the specifications and
click on “Send” if you are satisfied. If the image is blurry, your face
Is covered, or you are not satisfied, click on “Re-Scan”. You will see a
confirmation message that your enrolment has been submitted for
verification.
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Face Biometric-ID

Please confirm the following about the
picture taken: @

Submitted for
verification

Congratulations! You have
completed the first step for your
DCE Enrolment.

CONTINUE
-» The picture is not blurred

=> Your face is not covered

-> Picture is not dark

RE-SCAN




13. The next screen should tell you that your appointment is pending.
Click on “Schedule Preferences” to let the Fund know the best time
to call you. You can add comments regarding your availibility in the
"Availibility comments”box. Click on “Send preferences’”.
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ezl Schedule preferences Johnson
Send us your preferences to setup a video
(@ Need help? Visit our FAQ call appointment.

(@ Need help? Visit our FAQ

Select time preferences

Time preferences are displayed on your
local time zone.

(] Video Call
+ Morning (08:00 - 12:00) We will call you based on your
Appointment pending preferences within the next 5
‘ . 7~ ™ business days
We will send you an appointment | Afternoon (13:00 - 17:00) |
to confirm your enrolment and N J
issue your DCE via video call. Your preferences

Availability comments B Mornings (10h - 13h)
SCHEDULE PREFERENCES E] Mondays and tuesdays I'm not
available.

SEND PREFERENCES
/

@

14. The Fund will call you within 5 business days UNJSPF
to confirm your identity and guide you through -
issuing your first Digital CE. i
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3. ISSUING THE DIGITAL CERTIFICATE OF
ENTITLEMENT

Every year, the app will notify you of when it is time to issue your
Digital CE. You will be able to see the CE timeline when you open
the app.

What you will need:
- Your smartphone/tablet

1. Once your enrolment process is complete, you will be able to issue
your Digital Certificate of Entitlement (CE). To issue your Digital CE,
open the app and click on “Start”. Read the instructions carefully and
click on “Start”.
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Read the following instructions:

- Keep your face in the center

-» Do not cover your face

Swipe down to update

-» Consider removing your glasses
E‘ -» Look at the camera if possible
=+

- Wait for the validation to finish
Issue Digital CE

Your DCE can be issued until
December 31, 2023

START

START
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Ready to start

2. Click on “Start”. The app will automatically -
complete the scan of your face. Please keep your
face in the rectangle and follow the instructions
of the app. It will ask you to make different facial
expressions.

3. Once the app is done verifying your identify, your Digital CE will be
sent to the Fund and to be processed. This might take a few minutes.
You will see a confirmation message and you will also receive a
confirmation email once it's issued.

4 Digital CE =¥
= Digital CE oy

Alexander
Johnson

Swipe down to update

©

Your Digital CE is being @,
processed. Valid DCE issued

We will update your profile AR
when the certificate is ready. Expiration:January. ;2024

CONTINUE
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4. RESETTING YOUR PIN CODE

You will need the PIN Code you created during the enrolment
to log in the app. In case you forget it, you can reset it. Please

follow the instructions below. P
@UNJSPF
Login
Your email address j
H{EE .
1. Open the app. Click on “I forgot my PIN code.” oot i o

ENTER

2. Enter your UNJSPF Unique ID and the email you used to register
on the app. Click on “Request”. You will then receive an email allowing
you to reset your PIN Code.

il T - . - _
< Digital CE g

PIN Code Recovery

13



5. LOG IN USING NATIVE BIOMETRICS

If you want to log in without having to insert your Pin Code, you can
open the sidebar menu, click on “My Profile” and at the bottom of
page click on “Unlock Using Face” or “Unlock using fingerprint” (the
option you see will depend on the techonology used by your device).
When you need to log in, just click at “Unlock Using Face” or “Unlock
using Fingerprint” at the bottom of the login screen.

10:50 10:50 il T . 10:50 Al T Em
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< My profile a = Digital CE
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& s @ UNJSPF
R My profile
[  support Alexander Johnson Login
@ FAQ Email
O Privacy policy M  memsm—@gmail.com ‘ ’
E PIN Code
NN
£ UNESCO
Q +34nmmm—— L forgot my PIN code
8  signout Security settings
: Don't have an account?
S O Access using an jnvitation code
App inform:
Version: 3.2.0 ENTER

: 3.2.f
Build number: 1675944682u

UNLOCK USING FACE
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6. ASSISTANCE

You can visit the FAQ and contact support by clicking on the
on the top left corner of the apg

u_n
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Digital CE

) Alexander

Johnson @ Home

R My profile
(® Need help? Visit our FAQ

E Support

Swipe down to update
® FaQ

D O Privacy policy
—
Issue DCE
Your DCE can be issued from
now until 31 Dec 2022
START

E] Sign out
App information
Version: 3.2.0
Build number: 1675944682u
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